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Information
Conf call on NAS count storage 
Wednesday, 23 Sep 2020, 16:00 – 17:15 CEST
Online
Participants: 
Alf Zugenmaier – NTT DOCOMO
Rajavel – Samsung
Monica Wifvesson – Ericsson
Marcus Wong – Futurewei
Bo Zhang – Huawei
Juan Deng – Huawei
He Li – Huawei
Andreas Kunz – Lenovo
Sheeba Mary – Lenovo
Ahmad Muhanna – Mavenir
Noamen ben Henda – SA3 chair
Nivedya – Samsung
Mireille Pauliac – Thales
Jean Trakinat – T-Mobile US
Ivy Guo – Apple
Rajpreet Grewal – NTIA
Alec Brusilowski – Interdigital
Prajwol – Ericsson
Francois Ennesser – Huawei
Heiko Kruse – Idemia
Longhua Guo – ?
Martin Dolly – ATT
Nirlesh Kumar Koshta - ?
Suresh Nair – Nokia
Adrian Escott – Qualcomm
Soo Bum Lee – Qualcomm
Sridhar
Vujcic Dragan
Wu Rong (Huawei)
Xiaoyang Lee
(further people may have joined in the course of the conference call)
Agenda:
Potential problems with NAS count storage on USIM
1. UE attaches to network A over 3GPP access and non 3GPP access. UE has two NAS count pairs NAS_3gpp_A (ul, dl) and  NAS_non3gpp_A (ul, dl).
2. UE attaches to network B over non-3GPP access, detaching from network A over non-3GPP access, but stays attached to network A over 3GPP access. Now, UE has three NAS count pairs NAS_3gpp_A (ul, dl) and  NAS_non3gpp_A (ul, dl), as well as NAS_non3gpp_B(ul, dl).
3. UE switches off,  storing NAS security contexts with NAS count pairs on the USIM: NAS_3GPP_A (ul, dl) and NAS_non3GPP_B (ul, dl)
4. UE switches back on, resuming to use the NAS security contexts stored on the USIM. 
5. UE wants to connect to network A over non-3GPP: As there is no previous history to use of NAS_non3GPP_A security context, ul and dl will restart from zero.
Nokia: on power off, the UE shall deregister
E//: described in CT 1 spec
DCM: didn't find a shall
Idemia: from USIM perspective, files are linear fixed, multiple records could be stored, it could store more than one context per access technology. So technically, it would be possible
QC: ME needs to detect that extra storage was there. 
E//: is there a PLMN_ID in the record.
Apple: 23.501 clause 5.3.2.4: may deregister. 
QC: GUTI is stored in a separate structure
Nokia: 24.501 text about deregistration, in case of timer lapse, implicit deregistration
Apple: in case of not expired timer, there is still the problem
DCM: in case of count reuse, replay attacks could also be possible
Nokia: in case of different PLMNs, do they need to be equivalent
QC: no.
QC: there is a 3GPP location information element with GUTI, and a corresponding non-3GPP one, to link the security context to the GUTI
E//: so if multiple records can be stored, linkage between network and security context is required.
DCM: is the storage in USIM required from deployment perspective
Mavenir: is this about a reregistration or initial registration
Nokia: Apple said that deregistration is not always happening.
Apple: in case of storage of context in USIM, by how much does it speed up the reregistration process.
E//: How does the key reuse work
DCM: UE thinks key was never used with non-3GPP access.
E//: separate storage per PLMN is required.
Nokia: agree.
DCM:  how to store in detail is not SA3 problem.
Apple: are two PLMNs sufficient
Huawei: reauthentication can solve this problem
DCM: which element would initiate reauthentication?
Huawei: AMF
Apple: in that case NAS SMC would fail. Would UE have to reregister?
Huawei: not necessary, only reauthenticate, AMF detects reuse of counts.
DCM: problem can't be solved on network side alone. Replay can also happen on downlink.
E//: reauthenticating frequently has other problems.
Idemia: shouldn't the keys also be different?
DCM: are the same for one PLMN, 3GPP access and non-3GPP access are different "bearer IDs"
E//: is someone not convinced that there is an attack
Mavenir: trying to understand better. If UE would deregister, then there would be no issue.
E//: do different deregistration messages always mean deletion of NAS security context?
Apple: do you have the reference to deletion of contexts?
Nokia: agree, deregistration status update is sent to UDM even.
TMUS: could DCM compile a list of possible solutions? Such as mandatory deregistration, backwards compatibility needs to be considered. We discussed several “solutions”  on the call and pros/cons (and questions) were thrown about.  What I was wondering if we could capture those possible solutions and thoughts to identify if that would solve the problem, what additional research needs to be done (if any?), what specs need CRs/groups need to be involved, and any backwards compatibility issues.  Example of possible solutions I heard on the call:  
A.  USIM (or ME) store multiple 3GPP/non-3GPP contexts per PLMN
B. The UE mandatorily de-registers at power down (step 3)
C. The UE re-authenticates at step 4.
I don’t know if I missed any possible solutions (or deviations) identified from those three.  
Mavenir: which context the UE uses with which PLMN is part of the solution space.
Conclusion: Target November meeting, conf call before November to discuss potential solutions. (AP – Alf schedule next conf call.)
